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Optimization of Size of Pixel Blocks for Orthogonal
Transform in Optical Watermarking Technique

Yasunori Ishikawa, Kazutake Uehira, and Kazuhisa Yanaka

Abstract—We previously proposed a novel technology with
which the images of real objects with no copyright protection
could contain invisible digital watermarking, using spatially
modulated illumination. In this “optical watermarking” tech-
nology, we used orthogonal transforms, such as a discrete cosine
transform (DCT) or a Walsh-Hadamard transform (WHT), to
produce watermarked images, where 1-b binary information was
embedded into each pixel block. In this paper, we propose an
optimal condition for a technique of robust optical watermarking
that varies the size of pixel blocks by using a trade-off in the
efficiency of embedded watermarking. We conducted experiments
where 4 4, 8 8, and 16 16 pixels were used in one block. A
detection accuracy of 100% was obtained by using a block with
16 16 pixels when embedded watermarking was extremely
weak, although the accuracy did not necessarily reach 100% by
using blocks with 4 4 or 8 8 pixels under the same embedding
conditions. We also examined the effectiveness of using a Haar dis-
crete wavelet transform (Haar DWT) as an orthogonal transform
under the same experimental condition, and the results showed
that the accuracy of detection was slightly inferior to DCT and
WHT under very weak embedding conditions. The results from
experiments revealed the effectiveness of our new proposal.

Index Terms—Digital watermarking, optical watermarking, or-
thogonal transform, protection against illegal photographing, spa-
tially modulated illumination.

I. INTRODUCTION

A S DIGITAL IMAGE content is increasingly being dis-
tributed throughout various media, techniques of digital

watermarking have been widely recognized as methods of pro-
tecting the copyrights of image content [1]–[8]. For example,
digital watermarking is embedded in digital data before it is
printed to prevent illegal use of images copied by digital cam-
eras or scanners [9]–[12]. However, digital watermarking with
this method has to be embedded before the image content it-
self is distributed. This cannot prevent photographs of valuable
paintings in museums and galleries from being illegally taken
with digital cameras.

We previously proposed a novel technology that could pre-
vent the illegal use of images of objects that did not have wa-
termarking [13]–[16]. This “optical watermarking” technique
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Fig. 1. Producing watermarks using DCT and WHT.

used illumination that invisibly contained the watermarking.
An image of an object irradiated with such illumination also
contained watermarking. The watermarking from an image
taken with a camera could be extracted by image processing.
We used orthogonal transforms, such as a discrete cosine
transform (DCT) or a Walsh-Hadamard transform (WHT) as
methods of embedding the watermarking. We also used a Haar
discrete wavelet transform (Haar DWT) as an orthogonal trans-
form [19]. Moreover, we also previously proposed techniques
that were robust to various distortions due to the shooting and
reflectance conditions of objects in practical cases [18].

We define the optimized pixel size in this paper to ensure
100% detection accuracy and to maximize the number of em-
bedding bits per unit block size. We clarify the relation of the
volume of data that can be embedded under unit pixel counts to
the accuracy of detecting embedded watermarking data, and we
propose an optimal condition for the technique of robust optical
watermarking using an orthogonal transform.

II. PROCEDURE FOR PRODUCING OPTICAL WATERMARKS

Fig. 1 illustrates the procedure for watermarking using DCT
or WHT. The watermarked area is divided into units of
pixel blocks, and each block has a DC component that gives an
average brightness for the entire watermarked area, i.e., bright-
ness of illumination. Every block also has the highest frequency
component (HC) in both the - and -directions to express the
1-b binary information for watermarking. We used the phase of
HC to express binary data i.e., “0” or “1.” When a 2D inverse
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Fig. 2. Walsh-Hadamard matrix: (a) 4 � 4 matrix; (b) 8 � 8 matrix; and (c)
16 � 16 matrix.

DCT (i-DCT) is used to produce watermarked images, this is
mathematically expressed by

(1)

where are the watermarked image data for pixel
of block in real space, are the data for com-
ponent of block in frequency space, and is the
number of pixels in the block in the - and -directions. Here,

and are given as

When a 2D inverse WHT (i-WHT) is used, the equation is ex-
pressed by

(2)

where denotes a component of the Walsh-Hadamard
matrix in Fig. 2.

Fig. 3 illustrates where a Haar DWT is used to produce wa-
termarked images, which means that a multi-resolution image is

Fig. 3. Producing watermarks using Haar wavelet transform.

Fig. 4. Haar wavelet transform.

used to express the layer of frequency components. A DC value
is given to the whole plane of the LL component image, and
this gives an average brightness to the entire watermarked area.
The HC value for the HH component image is provided to every

component block, and this yields the 1-b binary
information as watermarking data. The phase of HC is used to
express binary data, i.e., “0” or “1.” All component values for
the LH component image and the HL component image are pro-
vided to “0.” With pixels as the size of each
component image, a watermarked image of pixels is
produced using a inverse DWT. We used Haar DWT as the al-
gorithm for the DWT. Fig. 4 has details on the Haar DWT.
The equations for forward and inverse Haar DWT are in this
figure, which are simple linear equations. Watermarked image
data generated by Haar DWT become equivalent watermarked
image data generated by WHT with the same DC and HC values.
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Fig. 5. Images used in experiments: Squares with white frames were used for
areas irradiated with watermarks.

III. EXPERIMENTS

We produced watermarked image data in the experiments that
had blocks of 4 4, 8 8, and 16 16 pixels and evaluated
the accuracy with which embedded watermarking information
could be detected. As the entire watermarked area was 128 128
pixels, the number of blocks in the watermarked area was 32

32 when a block with 4 4 pixels was used, 16 16 when a
block with 8 8 pixels was used, and 8 8 when a block with
16 16 pixels was used. The watermarked images were gener-
ated as binary information that was embedded as blocks of “0”
and “1,” which were alternately positioned in a checkerboard
pattern. They were projected onto pictures as objects with a pro-
jector, and the image data including an optical watermark were
captured with a digital camera.

A digital light processing (DLP) projector was used as a light
source that had a resolution of 800 600 pixels. The objects
were printed A4 images of the standard image data. The images
in Fig. 5 were used for the pictures in the experiment, where the
squares enclosed by the white frames indicate portions that were
irradiated with a watermark in each image. The value for DC
was fixed at 150, and the values of HC were varied as these were
the experimental parameters. The size of the projected water-
marked area was about 105 mm 105 mm on the object image,
which was about 650 650 pixels taken with a digital camera
that had a resolution of 4288 2848 pixels. Fig. 6(a)–(f) shows
images of parts of objects embedded with watermarking under
the condition of , which is a rather strong embedding
condition; therefore, the patterns in the watermarked images can
easily be seen. However, it was difficult to recognize them under

Fig. 6. Part of magnified image with watermarking: (a) 4�4 pixels, DCT,
�� � ���, �� � ��; (b) 8�8 pixels, DCT, �� � ���, �� � ��;
(c) 16�16 pixels, DCT, �� � ���, �� � ��; (d) 4�4 pixels, WHT
and Haar DWT, �� � ���, �� � ��; (e) 8�8 pixels, WHT and Haar
DWT, �� � ���, �� � ��; and (f) 16�16 pixels, WHT and Haar DWT,
�� � ���, �� � ��.

the condition of or less which was revealed in our pre-
vious study [16].

A rectangle was clipped out from the captured image data as
a watermarked area that was brighter than its neighbors. The
clipped area was then reduced to 128 128 pixels with image
processing and was divided into each block of pixels, and
a forward orthogonal transform was carried out on all blocks.
When DCT was used, (3) was used as the forward transform

(3)

Here, and are the same as those in (1).
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Fig. 7. Procedure for detecting optical watermarking using Harr DWT.

When WHT was used, (4) was utilized for the forward trans-
form, where the values in Fig. 2 were used as the components
of matrix

(4)

The accuracy with which the embedded data were read out
was evaluated by checking the sign of the
components for all blocks where either DCT or WHT was used.

When Haar DWT was used, the watermarked area that was
clipped out was also transformed to 128 128 pixels. As for-
ward Haar DWT was carried out on the entire watermarked area
of 128 128 pixels, a multi-resolution image was obtained, and
the HH component image was separated from this multi-reso-
lution image. If the embedded watermarking information was
correctly read out, a HC value or HC value appeared on
every component block of the HH component
image. However, if the spatial-frequency component of the ob-
ject image contained an HH frequency element, the coefficients
in a component block may be disrupted by noise
derived from this element. We therefore used the procedure in
Fig. 7 to read out the embedded watermarking data. First, the
mean value of all coefficients of every compo-
nent block in the HH component image was calculated, where
1-bit binary information was embedded, and the mean value was
evaluated. If the phase of the mean value we obtained was nega-
tive the watermarking data that was read out was “0”, and if the
phase was positive, it was “1.”

The accuracy of detection of embedded data read out from
the watermarked image we obtained was evaluated with the rate
of correctly read out data to whole embedded data in the wa-
termarked image where blocks of “0” and “1” were alternately
positioned like those in a checkerboard pattern.

IV. RESULTS AND DISCUSSION

Fig. 8(a)–(c) presents the results we obtained from the exper-
iments when the SCID N2 image was used as an object image,
where the unit of the accuracy is the rate of the number of cor-
rectly detected blocks to the number of whole blocks in these
figures. When the block of 16 16 pixels was used, a detection
accuracy of 1.0 was obtained using DCT and WHT for all the

Fig. 8. Accuracy with which data were read out: (a) (SCID N2): DCT; (b)
(SCID N2): WHT; and (c) a (SCID N2): Haar DWT.

HC values. In regions of and under, the detection rate
when a block of 8 8 pixels was used was superior to that when
a block of 4 4 pixels was used, when DCT and WHT were
employed. Here, WHT demonstrated a slightly more accurate
detection rate than DCT. The results when Haar DWT was used
indicated that blocks with more pixels had better accuracy in
detection. These were the same results as when DCT and WHT
were used. However, when , the accuracy with which
data were read out did not reach 1.0.

Figs. 9(a)–(c) and 10(a)–(c) also have the results we obtained
from experiments when SCID N5 and N6 images were used as
object images. The tendency for the accuracy of detection when
SCID N5 was used as an object image was almost the same as
that when SCID N2 was used, although the overall accuracy of
detection using SCID N5 was better than that for SCID N2. It
should be noted that when SCID N5 and N6 were used as object
images the accuracy of detection when Haar DWT was used in
the block of 16 16 was 1.0 for , which was different
from the case of SCID N2. When SCID N6 was used, higher
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Fig. 9. Accuracy with which data were read out: (a) (SCID N5): DCT; (b)
(SCID N5): WHT; and (c) (SCID N5): Haar DWT.

detection accuracies were obtained than when SCID N2 and N5
were used. That is, when DCT, WHT and Haar DWT were used,
detection accuracies under all the HC values were over 0.99
in the blocks of 16 16 and 8 8 pixels. Also, they were over
0.95 for all the HC values even in the block of 4 4 pixels. The
reason for the excellent accuracy of detection for SCID N6 was
considered to be because it had a simpler structured picture than
the N2 and N5 in Fig. 5. In other words, N6 contained rather
smaller numbers of high-frequency components than N2 and
N5.

We found from these results that blocks with more pixels had
a better detection rate. When DCT or WHT was used in blocks
with 16 16 pixels, a detection accuracy of 1.0 was obtained
with a value of that enabled extremely weak embed-
ding. We found from our previous study that watermarked im-
ages were almost invisible at [16]. When Haar DWT
was used, the accuracy of detection also reached 1.0 in a block
with 16 16 pixels with a value of when SCID N5 and
N6 images were used as object images.

Fig. 10. Accuracy with which data were read out: (a) (SCID N6): DCT; (b)
(SCID N6): WHT; and (c) (SCID N6): Haar DWT.

Because watermarking information is embedded under high
frequency elements, if the blocks contain more pixels, em-
bedded information is distributed within a wider area of the
object image by optical watermarking, and there is the possi-
bility that interference by a specific part of the object with low
reflectivity will be low. As a result, the accuracy with which
watermarking information is detected is improved, and can
offer a method of optical watermarking with tolerance against
interference as high as that of the entire pixel block. However,
it is clearly advantageous to have fewer pixels in blocks, and
this involves a trade-off in the detection rate and tolerance of
watermarking against interference that enables embedding to
be optimized.

From the results obtained from evaluating the accuracy of
detection with Haar DWT, we also found it was inferior to that
with DCT and WHT when a complicated structured picture like
SCID N2 was used as the object image. This was due to the
following causes. The conversion base for Haar DWT was 2 2
pixels per block, and this was fewer than the number of pixels
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in the blocks for DCT and WHT in these experiments. There
may be a possibility that interference in a particular block with
2 2 pixels can not be avoided, although an algorithm was used
that compensated for the entire HH component image. However,
DWT has an advantage in that it offers a high degree of freedom
in the number of pixels per block, for instance, 6 6 and 10 10
pixels can be in one block.

V. CONCLUSION

We proposed an optimal condition for the size of pixel blocks
of an orthogonal transform that was used for a technique of
robust optical watermarking. The experimental results proved
that it was practical and that the accuracy of detection of data
embedded with optical watermarking could be improved with
more pixels in each block. They revealed that under conditions
of very weak embedded watermarking, the accuracy of detec-
tion using a block with 16 16 pixels reached 100%, except
when Haar DWT was used to produce watermarked images and
a complicated structured image was used as an object image.
We also clarified that robustness against various disturbances
became a trade-off in optimizing embedded watermarking data,
as the volume of information using blocks with 16 16 pixels
that could be embedded into data for the watermarked image
was lower than that using blocks with 4 4 or 8 8 pixels. As
a result, we concluded that the maximum volume of embedded
bits per unit block size under conditions of 100% accuracy of
detection could be determined in optical watermarking.

When Haar DWT was used, the accuracy of detection was
rather inferior to that with DCT and WHT. However, as the gen-
eral features of DWT indicated that the pixel resolution in real
space and the spatial-frequency resolution in frequency space
were independent, the accuracy of detection could be improved
when more pixels were used in a block of the conversion base
for DWT. We next intend to evaluate the optimal pixel size in
the conversion base to obtain sufficiently accurate detection with
DWT.
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