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Abstract—In this paper, we describe a new aspect to evaluating
the robustness of the optical watermarking technique, which is a
unique technology that can add watermarked information to ob-
ject image data taken with digital cameras without any specific
extra hardware architecture. However, since this technology uses
light with embedded watermarked information, which is irradi-
ated onto object images, the condition of taking a picture with dig-
ital cameras may affect the accuracy with which embedded water-
marked data can be detected. Images taken with digital cameras
are usually defocused, which occurs under non-optimal conditions.
We evaluated the defocusing in images against the accuracy with
which optical watermarking could be detected. Defocusing in im-
ages can be expressed with convolution with a line-spread function
(LSF). We used the value of full-width at half-maximum (FWHM)
of a Gaussian function as the degree to which images were defo-
cused, which could approximate LSF. We carried out experiments
where the accuracies of detection were evaluated as we varied the
degree to which images were defocused. The results from the ex-
periments revealed that optical watermarking technology was ex-
tremely robust against defocusing in images.

Index Terms—Digital watermarking, optical watermarking,
spatially modulated illumination, visible light communication.

I. INTRODUCTION

ATERMARKING technology has spread widely

around the globe due to the world-wide distribution of
multimedia content through the various methods of networking
[1]-[5], [9] . Intellectual Property rights, like copyrights or the
photographic rights of content, should be strictly protected in
these various situations. We proposed “optical watermarking”
technology as one solution to this problem that uses illumi-
nation containing invisible watermarked information. When
the illumination is projected onto real objects and the pho-
tographs are taken by digital cameras, the digital data on the
photographs also contain invisible watermarked information.
One of the unique features of this technology is that it can
be used to embed invisible digital watermarking information
into the image data of real objects with spatially modulated
illumination. Therefore, this technology has different features
from conventional digital watermarking technologies. When
conventional digital watermarking technologies are used, im-
ages of objects with no copyright protection, such as pictures in

Manuscript received January 11, 2013; revised April 30, 2013; accepted
September 22, 2013. Date of publication October 10, 2013; date of current
version January 20, 2014.

The authors are with the Kanagawa Institute of Technology, Atsugi-shi,
Kanagawa, Japan(e-mail: yasu@yit-pe.com; uehira@nw.kanagawa-it.ac.jp;
yanaka@ic.kanagawa-it.ac.jp).

Digital Object Identifier 10.1109/JDT.2013.2285436

museums painted by famous artists, cannot be prevented from
being illegally photographed. This is because that watermarked
information has to be embedded into the image data before they
are used in conventional watermarking technologies. Optical
watermarking technology can offer a solution to resolve such
difficult situations.

Tan et al. proposed a technique where a pattern was projected
onto person’s body with a projector and the embedded pattern
could be detected from the printed image taken by a camera.
They used the magnitude coefficients of a discrete Fourier trans-
form (DFT) and the blue channel of the color image data em-
bedded into the image pattern [7]. This technology may be used
for security purpose in identifying people at passport control for
example.

We proposed the use of orthogonal transforms such as a dis-
crete cosine transform (DCT) and a Walsh—Hadamard transform
(WHT) as a practical method of using optical watermarking
technology to embed watermarked information into illumina-
tion [6], [8]. We also conducted various practical experiments in
real-use environments. For example, we proposed a technique
that was robust against geometrical distortions under practical
shooting and reflectance conditions, where the conditions under
which images of objects were taken were not optimal [10]. We
also proposed optimizing of the pixel sizes of blocks in water-
marked images, where the relation between the pixel sizes of
blocks, accuracy of detection, and volume of content were eval-
uated [11]. However, if a practical environment is considered
where illegal photographs are taken by digital cameras, the dis-
tance between the object to be photographed and the camera to
be used may not be the optimal position when focusing is con-
sidered. We focused on evaluating the accuracy with which the
optical watermarking in defocused images could be detected,
which could be produced under such photographic conditions
in this research. From the results of the experiments, we found
optical watermarking technology was extremely strong in toler-
ance against defocusing.

II. MATHEMATICAL EXPRESSION OF DEFOCUSED IMAGE DATA

The image data for a photographed object are expressed
by convolution with the point spread function (PSF), which
indicates the characteristics of the optical system used for the
photography and the reflectance distribution of the object.
Therefore, the defocused image data that are produced for an
object with an optical system can be expressed by convolution
with PSF that has characteristics of the optical system. Since
PSF can be approximated with a Gaussian function, we used the
full-width at half-maximum (FWHM) of a Gaussian function
as characteristics that indicate the degree of defocusing image
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data in the experiments. We measured the defocusing value
in the experiments using the response of the density value by
reading the image data of an isolated point one-dimensionally
(horizontally). Therefore, a line-spread function (LSF) could
be equivalently adapted to approximate a one-dimensional
Gaussian function.

The one-dimensional Gaussian function is expressed by

f(m):a-eXp{—M} M

2¢2

for some real constants a, b, ¢, and exp means the exponen-
tial function of Euler’s number (base of a natural logarithm):
e = 2.71828 [12], [13]. The FWHM of a one-dimensional “nor-
malized Gaussian function”, i.e., a one-dimensional Gaussian
function whose surface area for the whole integration domain is
one, is expressed by

w=2v2In2c 2)

where w is equivalent to FWHM that indicates the horizontal
width of the one-dimensional Gaussian function at half its max-
imum value, and In means a natural logarithm. When In2 =
0.6931471 is placed

1 5.5451768
R ®
w

the denominator in the exponential function in (1) is

1 2.7725884
=T )
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Therefore, a one-dimensional normalized Gaussian function is
expressed by
} (5)
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where & is the central value of the Gaussian function. The con-
volution with normalized Gaussian function A(x) given in (5)
to object image f(xz) is expressed by

o) = [ (e — a')da. ®)

We used a rectangular function that was 11 pixels in width
and 24 pixels in height as an isolated point image as f(2:) in (6)
to maintain consistency with the data in the experiments. Fur-
thermore, convolution was calculated with the one-dimensional
Gaussian function with the w pixel(s) of the FWHM. The sim-
ulated waveforms for the response of the density value of defo-
cused images were produced as the calculation results. Fig. 1 has
the simulation waveforms for the response of the density value,
where FWHM was set from one to 15 pixels (all odd pixels).
We used these waveforms to identify the FWHM of the real re-
sponse of the image we obtained for the isolated points.

JL LU

FWHM=1 FWHM=3 FWHM=5 FWHM=7
FWHM=9 FWHM=11 FWHM=13 FWHM=15

Fig. 1. Simulation waveforms for response of rectangular function (units of
FWHM: pixels).

III. EXPERIMENTS

A. Generation of Watermarking Information Using Orthogonal
Transforms

We first produced watermarking information using orthog-
onal transforms in the experiments. The watermarked area was
divided into numerous blocks and each had 8x 8 pixels. The av-
erage brightness in every block was given as a DC component
in the frequency space of an orthogonal transform. Therefore,
the average brightness of the entire area for watermarking was
determined by the DC component, which was the brightness of
illumination to be projected onto objects. Also, the highest fre-
quency component (HC) in frequency space both horizontally
and vertically was used to embed watermarking information.
That is, the HC was used to express the one-bit binary informa-
tion for watermarking. The phase of HC was used in the exper-
iments to express binary data. If the phase of HC in a block was
positive, this was assumed to be expressed as “logical 17, and
if the phase was negative, this was assumed to be expressed as
“logical 0”. When 2D inverse DCT (i-DCT) is used to generate
the watermarked image, which is expressed by

N-1N-1

fig(w.y) = Z Z C(uw)C(v)F; j(u,v)
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where f; ;(x,y) are the watermarked image data for the pixel
(x,y) of block (¢, 7) in real space, F; ;(u,v) are the data for
component (u, v} of block (i, 7) in frequency space, and N is
the number of pixels in the block in the z- and y-directions.
Here, C'(u) and C'(v) are given as

1 (u=20) A (v=20)
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2D inverse WHT (i-WHT) is used to produce the watermarked
image, which is expressed by

N-1N-1
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where wh(i, j) denotes the N x N Walsh-Hadamard matrix
component [8]. Because the frequency components of the ob-
ject image itself were usually lower than HC, the embedded in-
formation for watermarking could be easily separated from the
object image. The NV was set to eight in the experiments.
When the watermarked information was detected from the
image data we obtained, forward orthogonal transforms were
used. When using 2D forward DCT, which is expressed by

N-1N-1

N><N szwly
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and when using 2D WHT, which is expressed by

N-1N-1

F; j(u,v) Z Z fii(z,y)wh(u, x)wh(y,v)  (10)

C(u), C(v), and wh(i, j) are the same as those in (7) and (8).
The accuracy with which the embedded data were read out was
evaluated by checking the sign of the F; ;(N — 1, N — 1) com-
ponents for all blocks in (9) and (10).

We used two methods of embedding the data in the exper-
iments. The first method was the “one-block method”, which
involved embedding one-bit data into one block. The second
method was the “majority method”, which involved embedding
the same one-bit data into three blocks sufficiently separated
from one another. The readout data were determined by majority
decision using these three blocks. The latter method might have
improved the accuracy with which the embedded data were read
out.

B. Producing the Experimental Image Data and the Conditions
of the Experiments

We next generated image data that were projected onto the
object. Two sets of image data were horizontally fixed, which
were the watermarked images produced with orthogonal trans-
forms on the right and the image on which only four 2x 2-pixel
isolated points had been drawn on the left, where DCT and
WHT were used as the orthogonal transforms previously men-
tioned. The watermarked images were produced as blocks that
were embedded with binary watermarked information of “0”
and “1”, and were alternately placed in a checkerboard pattern.
There were 128 x 128 pixels in the watermarked images, where
16 x 16 blocks of 8 x 8 pixels were contained, and there were
128 x 120 pixels in the images that contained the isolated point.
Therefore, there was 8-pixels crevice between the left side and
the right side of the generated image data. Fig. 2(a) shows the
generated image data that were projected onto the object with
the projector. The object was a plain sheet of paper on the wall
that had two rectangular areas, which also had white paper stuck
on the left and printed standard image data on the right. Each of
them was A4 size with portrait orientation. An SCID N2 image
was used as standard image data [14]. Further, the generated
image data were irradiated onto the object on the wall with a
projector, where the watermarked image data were projected
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Fig. 2. (a). Generated image data to be projected onto objects—Left: Isolated
points—Right: Watermarked image (DCT, HC = 15). (b). Image obtained
from experiments—Left: Isolated points area to measure defocusing—Right:
Watermarked image area (DCT, HC = 15).

onto the printed standard image and the image data with iso-
lated points were projected onto white paper. Using these exper-
imental environments, we intended to measure the defocusing
value of the images and evaluate the accuracy with which em-
bedded watermarked information had been detected from the
defocused image data that had the measured defocusing value.

We then took a picture of the object that was projected with
the generated image data with a digital camera. Fig. 2(b) has
the image obtained from the experiments where the left side is
the isolated point area we used to measure defocusing in the
image and the right side is the watermarked image of the printed
SCID N2 image. A Digital Light Processing (DLP) projector
with a resolution of 800x 600 pixels was used in the environ-
ment for the experiments to irradiate the generated image onto
the object and a digital camera with a resolution of 4288 x 2848
pixels was used to take a picture of the object. The distance
from the projector to the object image plane was set to about
1.1 m, and the distance between the lens surface of the digital
camera and the object plane was set to about 1.3 m. A zoom
lens was mounted onto the digital camera and a 70-mm focal
length was used. The actual size of the irradiated watermarked
image area on the printed image was about 105x 105 mm, and
the area of the image data we obtained with the digital camera
was about 800x 800 pixels. We acquired image data for the iso-
lated points and the watermarked image by fluctuating the focal
length slightly to evaluate what influence defocusing the image
had on the accuracy with which the embedded watermarked in-
formation could be detected.
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Fig. 3. Isolated point image and waveform of density (FWHM = 3). (a) Iso-
lated point image. (b) Waveform of density.

(DCT) 7 7(WHT)

Fig. 4. Part of magnified image of watermarked area (FWHM = 3, DC =
150, HC = 15).

C. Processing for Obtained Image Data

We will next explain the three-part process we used for the
image data we acquired.

The first part of the process was executed on pixels in the area
with isolated points. Referring to the “isolated point image” in
Fig. 3(a) for example, the value of the pixels was read out hori-
zontally on an approximately centered line on the isolated points
to measure the density of the pixels. From this process, we ac-
quired the “waveforms of density” in Fig. 3(b) for example,
which were actually generated with the pixels of isolated point
images having the same focal length.

The second part of the process was executed on watermarked
images. A rectangle in the watermarked area was clipped out
from the acquired image data and the resolution of the clipped
rectangle was then transformed to just 256x 256 pixels, and di-
vided into 16x 16 blocks each of which had 8 x 8 pixels. Then
a forward orthogonal transform (DCT or WHT) corresponding
to the method with which watermarking was produced was ap-
plied to all blocks in the clipped out area. Embedded binary in-
formation was read out by checking the HC value of all blocks,
i.e., F; ;(7,7) components for all blocks in frequency space, and
the rate at which blocks were correctly read out was determined.
Blocks embedded with “1”” and “0” were alternately placed in
checkerboard fashion in the watermarked area in the experi-
ments. The accuracy of detection was measured from these re-
sults.

The third part of the process was to estimate LSF FWHM.
LSF FWHM could be identified by comparing the waveforms
of density that were obtained with the first process with the sim-
ulation waveforms for the response of the density value. For
example, the waveform of density in Fig. 3(b) was compared
with the simulation waveforms in Fig. 1. Identification was un-
dertaken by comparing the pixel width at a height of 23 pixels
from the base of the wave to obtain more detail. However, the
maximum height of the waveform was used for identification
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Fig. 5. Isolated point image and waveform of density ('WHM = 5). (a) Iso-
lated point image. (b) Waveform of density.
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Fig. 6. Part of magnified image of watermarked area (FWHM
150, HC = 15).
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Fig. 7. Isolated point image and waveform of density (FEWHM = 7). (a) Iso-
lated point image. (b) Waveform of density.
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Fig. 8. Part of magnified image of watermarked area (FWHM = 7, DC =
150, HC = 15).

when the height from the base was under 23 pixels. The defo-
cusing of the watermarked image data was estimated to be the
same as the corresponding FWHM.

IV. RESULTS AND DISCUSSION

Figs. 3 and 4; 5 and 6; 7 and 8; 9 and 10; and 11 and 12 have
the magnified images of the isolated points, the waveforms for
density values of the isolated points, and the watermarked areas
(DCT and WHT) at FWHM = 3.5,7,9, and 11, respectively.
FWHM was identified with the process described in the pre-
vious section. We would summarize from Figs. 3—12 that the
degree in defocusing of images for the isolated points and the
watermarked images could be observed in terms of FWHM.
Figs. 13 — 16 also plot the accuracies of detection as the values
of FWHM are experimental parameters, where HC = 5, 10, and



98

oA

- AN
(b)

@

Fig. 9. Isolated point image and waveform of density (FWHM = 9). (a) Iso-
lated point image. (b) Waveform of density.
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Fig. 10. Part of magnified image of watermarked area (FWHM = 9, DC =
150, HC = 15).
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Fig. 11. Isolated point image and waveform of density (FWHM = 11). (a)
Isolated point image. (b) Waveform of density.

(DCT)

(WHT)

Fig. 12. Part of magnified image of watermarked area (FWHM = 11,DC =
150, HC = 13).

15 were used as the strength of embedded optical watermarking.
The one-block and majority methods were used to embed wa-
termarking to enable the accuracies of detection with DCT and
WHT to be evaluated. Here, the distance between the blocks in
the majority method that had the same information was set to
five in the experiments.

When the actual images of the isolated points and the wa-
termarked images are observed in Figs. 3—12, defocusing of
images is not great (i.e., the images are almost in focus) at
FWHM = 3. However, the degree to which defocusing in-
creases can be clearly identified, as the value of FWHM in-
creases. Moreover, when the watermarked area images are ob-
served in detail, although the patterns for DCT and WHT can
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Defocus accuracy (DCT, 1-block)
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Fig. 13. Accuracy under defocusing conditions (DCT, 1-block method).

Defocus accuracy (DCT, Majority)
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Accuracy
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Fig. 14. Accuracy under defocusing conditions (DCT, Majority method).

Defocus accuracy (WHT, 1-block)

0.8

§ —O&—HC=5
§ 0.6 —B—HC=10
< 0.4 —4A—HC=15

0.2
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Fig. 15. Accuracy under defocusing conditions (WHT, 1-block method).

be obviously recognized at FWHM = 5 or less (because em-
bedding is rather strong at HC = 15), these patterns are diffi-
cult to observe at FWHM = 7 or more. The patterns are al-
most non-recognizable especially at FWHM = 11. This ap-
peared noticeably in the results obtained from evaluating the
accuracy of detection in Figs. 13—16. That is, when FWHM
was nine pixels or less, the accuracy of detection was not less
than 94% in total according to the majority method. However,
when FWHM was 10 pixels or more, the accuracy decreased
rapidly. Particularly when FWHM was seven pixels or less in
defocused images, an accuracy of detection of 100% was ob-
tained for all HC values, according to the majority method using
DCT and WHT. Moreover, the accuracy was near 100% when
the one-block method was used under the same conditions as
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Defocus accuracy (WHT, Majority)
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Fig. 16. Accuracy under defocusing conditions (WHT, Majority method).

those for the majority method. From Figs. 7 — 12, we can see
intense defocusing on the images of isolated points and water-
marked areas under the conditions of FWHM = 7, 9 and 11,
respectively. However, the experimental results revealed that al-
most 100% accuracy in detection could be obtained under such
defocusing intensity using the majority method for embedded
watermarked information (see Figs. 14 and 16). Also, an accu-
racy of detection of more than 90% could be obtained when the
one-block method was used.

These experimental results depend on the characteristics of
the specific optical system used in the experiments. However,
judging from observations of the defocused images (isolated
point images and watermarked area images) in the experimental
results, we found that optical watermarking technology has very
high tolerance to defocused images.

V. CONCLUSION

We conclude the following:

1) We evaluated degradation in the accuracy of detection that
arose from defocusing in images, where the FWHM of a
one-dimensional Gaussian function, which approximated
LSF, was used to measure the degree of defocusing in
images. We measured the FWHM of isolated points and
evaluated the accuracy with which the watermarked im-
ages could be detected when the focal length of the digital
camera was changed.

2) When defocusing had occurred in images whose FWHM
for the normalized one-dimensional Gaussian function was
nine pixels or less, we found that the accuracy of detection
was close to 100% under conditions beyond HC = 5 when
the majority method was used.

3) Sufficiently high accuracy of detection could be acquired,
even when intense defocusing had occurred in images at
nine pixels of FWHM or less, by observing pictures taken
with a digital camera and then comparing with the images
actually defocused with increased FWHM values.

Optical watermarking technology can be used to superimpose
invisible information on the images of objects taken, as a pho-
tograph of objects irradiated with optical watermarked informa-
tion, with digital cameras or smart phones. Consequently, this

technology can be applied to prevent illegal contents, i.e., pho-
tographs illegally taken at art museums, movie theaters, or con-
certs on stages. It can also be used as an explanatory tool for
exhibits at museums and for goods at shopping centers. How-
ever, we need to evaluate its robustness against various degrees
of disturbances in detecting watermarked information like that
in other digital watermarking technologies. For example, its tol-
erance to geometric distortion, image data compression such as
that in JPEG, and various image processes needed to be eval-
uated and resolved. Furthermore, its tolerance to defocusing of
images derived from the characteristics of the optical system
when photographs of objects are taken under non-optimal con-
ditions needed to be evaluated as a subject that is unique to op-
tical watermarking technology.

From the results of the experiments, we concluded that optical
watermarking has strong tolerance to defocusing in images.
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